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ME5 MLK – Freya 

• Freya is the ME5 Mid-Life kicker (MLK) targeted at the entry level SAN/DAS space where the ME5 Series currently 
resides. It comes with all-inclusive software, incredible performance, and the same management GUI as the 
ME5 has today. Aligned with PowerEdge servers, it supports the same connectivity as before (32Gb FC, 25Gb 
iSCSI SFP+/SFP28, 10 Gb iSCSI BaseT, 12Gb SAS). It offers Enterprise-Class Software Features such as 
Intelligent Drive FW Update and KMIP/MAS.
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ME4 to ME5 Differences

1 Dual controller ME5212 and ME5224 models  | 2 Expansion units that connect only to RAID Controller RBODs  | 3 ME5 firmware is designed to support 

up to 8PB (4PB per controller) as higher drive capacities become available & ME4 Virtual = 2PB (so 4X) = 8PB & ME4 Linear = 4PB (so 2X) = 8PB | 4 Up to 

8.0PB with 22TB HDDs or 336 drives, whichever occurs first

*No JBOD support for ME400 series
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ME5 vs. Freya Controllers Hardware Features 

Feature ME5 Shipping Controllers ME5 Freya Controllers 

Performance 10GB/s Write Throughput , 640K Read IOpS 14GB/s Read – 12 GB/s Write Throughput, 750K IOPs 

(Processor speed change from 2.9 GHz to 3.2 GHz) 

SC Memory HEW-D with 8GByte Down on Board HEW-D with 8GByte Down on Board 

(Design can support 16GByte)

Super Capacitors 25F Cells Down on Board 34F Cells Down on Board (36% more energy)

Host Interface 4-Port FC 32G (non-HPE customers) 4-Port iSCSI 25G 

and 10GbaseT 

4-Port SAS 12G (SAS 3416) 

Same FC and initial 25G iSCSI

4-Port SAS 12G (Aero SAS3816) 

CPLD MachX03, 6900 LUT, BGA400 MachX03D, 9400LUT, BGA484 

(advanced security features, root of trust)

Daughterboard None Tick FPGA and/or open Titan (advanced security features, 

root of trust)

SAS Initiator Broadcom Tomcat (SAS3406) Broadcom Aero(SAS3816)

SAS Expander MicroChip Belmont (PM8054)

Same expander used on Pimico IOM

MicroChip Augusta (PM811)

42-port allows for local SAS wider port option 

ME5 to Freya Differences 
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Freya Key New Requirements 

➢ New Controllers – Continuity of Supply

➢ KMIP with MAS 

➢ Intelligent drive firmware update

➢ Increase in performance –IOP’s and BW

➢ ESE Updates – Latest Version of ESE
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Freya Bezels

ME5284 DELLME52xx DELL
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IO Profile Previous Indium 

Numbers 

IOP’s (IN310) Avg Latency (ms) 

IN310

Max Latency(ms) 

IN310

4K Random Read 700293 813521 (16.6%) 0.31 13.39

4K 70/30 Random 
Read/Write

386256 458096(18.59%) 1.37 19.22

256K Sequential 
Read

14035 14231(1.39%) 0.66 198

256K Sequential 
Write

10839 11127(2.65%) 3.78 48.57

Chasis 

Configuration

Total Volumes Number of 

Ports 

Host Server Disk Groups Que Depth 

2U24x1 960GB 
Seagate SSD’s 
(Random reads 
and 70:30)

5 volumes 

per Disk 

group of each 

size 50GB

3 per 

Controller

Dell 840 2xR10 each 

of 12 Drives

32

5u81x1 
18TB Seagate 
HDDs 
(Sequential 
Reads)

2 volumes 

per Disk 

group of each 

size of 50GB

3 per 

Controller

Dell 840 6xR5 each of 

14 drives 

3

5u84x1 
18TB Seagate 
HDD’s 
(Sequential 
Writes)

2 volumes 

per Disk 

group of each 

size of 50GB

3 per 

Controller

Dell 840 9xR5 each of 

9 drives 

9

Seagate Freya Performance Run Results 
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Q&A
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Douglas Yates
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Intelligent Drive FW 
Update
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IDFU – Intelligent Drive Firmware Update

➢ Enables the user to upload a signed encrypted drive FW bundle file (.sfw) to the enclosure controller for activation and update of compatible drives

➢During upload, the package is validated and matches drive models to a new correct FW binary if installed revision is different than the package revision.

➢The system displays supported drives and available updates based on listed drive model numbers and FW revisions built into in the package.  Only supported drives and needed drive FW’s will be listed.

➢For any available updates listed, the user can select activation of the new FW image(s) on a per drive FW basis. 

➢Up to 5 drive FW families can be selected at a time.

➢All drive models that are supported by a given FW, as defined by the package, will be included for update.

➢The IDFU process will then schedule the drive FW updates based on the Enclosure usage conditions and number of drives requiring an operation

➢The engine will determine which drives and the number of drives to concurrently update to minimize disruption.  Updates will automatically be handled in batches.  Currently, 6 drives per batch.

➢The process will display progress and alert the user when all updates are complete.

➢IDFU process is available through the WBI and the CLI

➢GUI and CLI additions to support new IDFU features

➢Legacy Drive FW update is still available for updating specific drives if needed.

➢IDFU or Legacy update is selectable in enclosure settings
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Process Flow
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WBI – New Drive FW Activation
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WBI – Enable/Disable IDFU
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CLI – New/Updated Commands for IDFU

➢ show firmware-bundles disk 

➢ Displays the active firmware files and available firmware files stored in the system's controller modules.

➢ activate disk-firmware name [file]

➢ Initiates the IDFU batch update process The update then determines which drives need to be updated with the selected 
image(s.)

➢ show disks firmware

➢ Lists the drives including FW revisions

➢ set advanced-settings disk-firmware-update [on/off]

➢ Enable or disable the IDFU process.  Disabled allows legacy disk FW operation.

➢ show advanced-settings

➢ Shows the settings for advanced system-configuration parameters, including IDFU enabled/disabled.

➢ abort disk-firmware-update

➢ Aborts the disk firmware update process.  Note: The disks in the current operating batch will continue updating, 
subsequent batches will be aborted.

➢ delete disk-firmware [name]

➢ Deletes the uploaded disk firmware image file(s) from the controller.  Note: Disable IDFU process prior to issuing.
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Disk FW Related Alerts

➢280 - Disk firmware update initiated (Informational)

➢Disk firmware update process has initiated.

➢Recommended action:
➢ Do not power cycle or restart the system.

➢281 - Batch disk firmware update successful (Informational)

➢Disk firmware update process has successfully updated disks in a batch.

➢Recommended action:
➢ Check in the event log for events related to this component and follow the recommended actions for those events.

➢282 - Batch disk firmware update failed (Informational)

➢Disk firmware update process has failed to updated disks in a batch.

➢Recommended action:
➢ Check in the event log for events related to this component and follow the recommended actions for those events.
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Disk FW Related Alerts

➢283 - Disk firmware update successful (Informational)

➢Disk firmware update process has successfully updated all compatible disks.

➢Recommended action:
➢ No action is required.

➢284 - Disk firmware update failed (Informational)

➢Disk firmware update process has failed to update all compatible disks.

➢Recommended action:
➢ Check that the uploaded disk firmware file is compatible with the disks in system.

➢ If this issue persists with compatible disk firmware, contact technical support.
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ME5 Freya 
Updated Drive Compatibility 

List of Validated Drives Will be 

Available in ME52xx Support Matrix 
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DEMO
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Q&A
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Rina Binxhiu
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KMIP
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Current ME5 Drive Secure vs KMIP

• Use a passphrase

• Manual 

• Stored Local 

• Singular to the enclosure  



Copyright © Dell Inc. All Rights Reserved.28Internal Use - Confidential

KMIP Client Architecture

Configuration

Automatic

Updates
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KMIP Setup Requirements

• KMIP Server

         Support KMIP versions 2.0 and 1.4

• Network Connectivity 

• Certificates 

•      Certificate names need to include letters and certain characters only

• SED Drives

            Create a User Role – Diagnostics 
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Protocols & Ports 
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KMIP Setup - GUI
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KMIP Setup Flow 

1. Log in to PowerVault Manager GUI with the Diagnostic User 

2. Add Server – To connect to the KMIP server 

3. Add the KMIP server 
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4. Select the server and Continue

5. Upload the Private Key, CA and Certificate 
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Secure the drives using KMIP
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Rekey the drives using KMIP

1. Login to PV Manager 

2. Applications -> KMIP Deamon

3. Select the Operations Tab

4. Select Rekey to generate a new key 

5. Select Create Rekey Schedule to automate the rekey process
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Unsecure the drives using KMIP
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KMIP Setup - CLI
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Secure the drives using KMIP - CLI

Unsecure the drives using KMIP - CLI

Manual Rekey System using KMIP - CLI

Auto Rekey System using KMIP - CLI

Initial Setup of KMIP - CLI
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Neha Chowdhary
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Troubleshooting
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Insert FIPS drive to secured system

• Drive is automatically secured after being inserted.

• Check your KMS for new keys 
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Insert Non-FIPS drive into secured system

*picture to be updated
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KMIP Logs

• Can be downloaded separately from the controller logs

ftp> get logs:mas:kmipd <file.zip>
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Mismatch cert/wrong cert

Use Case: CA & Client Certificate are switched.
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FDE to KMIP & vice-versa

• FDE and KMIP work are mutually exclusive.

• When system is KMIP secured, FDE commands are rejected.

• When system is FDE secured, KMIP commands are rejected.
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Certificate Instructions

• Things to keep in mind:

– PEM format file

– Allowed characters

* For IBM Guardium Key Lifecycle Manager, Certificate Authority (CA) file needs to be renamed from .cer to .pem for 

successful upload.
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Failover Scenarios

• Controller Failover:

– The KMS certificates & private key must be uploaded to both the primary and secondary controller to 

ensure uninterrupted secure connection during failover.

• KMS Failover

– The KMS agents need to be configured in a cluster node on the key management tool. 

– On the controller side, you would configure the two servers that are in a cluster but use the same 

certificates and private key from the primary server for redundancy. 
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Q&A



End logo slide



Back up slides
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DEMO

Add .bins

Delete .bins

>5 .bin  - reload

No match load.

Add CUP 
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